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Abstract 
This deliverable is a public research newsletter that presents the objectives, activities, 
achievements and events of the project to a general audience. 
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SRT-15 research newsletter, issue 1. 
Editor: Dr. Etienne Riviere, University of Neuchâtel 

 
In this issue 

1. Editorial: a word from the project coordinator 
2. The SRT-15 consortium 
3. Update on SRT-15 technologies and achievements 

a. Content-Based Routing engine 
b. Complex Event Processing engine 
c. Dependability 
d. Privacy 
e. SRT-15 applications and uses cases 

4. Highlight: SRT-15 makes it to the final of the DEBS 2011 Grand Challenge! 
5. Collaboration and dissemination efforts 
6. Dissemination highlight: SRT-15 presented with a video thanks to the HOLA! project 

 
Editorial - a word from the project coordinator: The shape of enterprise or institu-
tional networks and IT systems in general is rapidly changing, with a notable increase 
in scale, complexity and inter-dependency. An answer to the ever-increasing com-
plexity, diversity and distributed nature of computing infrastructures is the use of 
cloud computing: outsourced computing resources, provided on a pay-as-you-go 
fashion by external providers. Cloud services allow an easy scaling and deployment of 
multi-locations and even multi-companies IT systems, without the need for user 

companies to provision in advance necessary but costly resources. Cloud computing implies out-
sourcing and management of resources by third parties. The elasticity of resource allocation and 
their shared nature as well as the complexity and scale of information flows in large companies calls 
for appropriate platforms and enabling technologies that can foster the uptake of the promises of 
cloud computing. Two other aspects are of paramount importance to support this uptake. First, in 
large-scale cloud environments faults are the norm rather than the exception: server components fail 
or corrupt information and messages are being lost due to misconnections. The uptake of cloud 
technologies will require the provision to the users of strong guarantees on dependability of the pro-
posed platforms and technologies. Second, the shared nature of public cloud offers typically lead to 
suspiciousness for companies’ IT specialists: they distrust cloud providers for completely protecting 
the privacy and safety of their data. Moreover there exist almost no means to control these aspects – 
with recent reports on co-location attacks in public clouds only proving them right. As a result, the 
sound solution is to enable privacy-preservation as a premier feature of a cloud system and not as an 
additional one. Guarantees to the client on the privacy of the data and information flow are a key for 
a better spread of cloud usage in companies. 
 
The aforementioned goals drive the SRT-15 project. This project started on October 2010 and is be-
ing funded by the EC under the FP7 programme for a period of 30 months. In order to be able to em-
brace the change in the enterprise information processing landscape, SRT-15 relies on technologies 
that support rapid change: cloud computing, content-based routing, and complex event processing. 
SRT-15 not only embraces change, it also controls it. Privacy and dependability have been recently 
identified as main challenges associated with the on-demand model. Therefore, SRT-15 will by design 
support extreme robustness and will preserve the privacy of data, which is processed in the public 
and private clouds SRT-15 is deployed upon. This will allow SRT-15 to maintain control over the de-
pendability and privacy of the enterprise data despite failures and breaches of the underlying infra-
structure. 
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Figure 1: SRT-15 platform 

 
The SRT-15 project is organized around three main objectives, which are the definition of the com-
plex event processing and content-based routing technologies, and the exploration and definition of 
dependability, privacy and scalability mechanisms. Figure 1 presents a schematic view of the SRT-15 
components, with proof of concept applications on top and supported infrastructures as a service 
below. This first research newsletter of the SRT-15 project presents some early achievements made 
by members of the project towards these goals. We present short summaries of the work done in 
each work package, highlight the positioning of the project’s solutions against state-of-the-art sys-
tems, and our successful participation to the DEBS 2011 challenge. Finally, we list upcoming events 
and milestones for the project and current and future collaboration efforts. 
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The SRT-15 consortium 

 

Figure 2: SRT-15 project members in Champéry, Switzerland. March 2011. 

 
The SRT-15 project is composed of three industrial partners: SAP AG (coordinator of the project), Ya-
hoo! Iberia and Epsilon, and two academic partners: Technische Universität Dresden and University 
of Neuchâtel. 
 

 

Figure 3: Partners of the project and their geographical situation 
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SRT-15 technologies: Content-based routing 
 
The effort of SRT-15 project members on content-based routing (CBR) technologies has been mostly 
concentrated in WP1 during this initial part of the project. We investigated mechanisms to support 
efficient and modular filtering mechanisms, with the requirements for scalability and dependability 
in mind from the beginning of the project. The CBR mechanisms of SRT-15 rely on the interplay with 
the complex event processing (CEP) engine, and benefits from the guarantees that are, or will be of-
fered by this engine (scalability, dependability, availability to name a few). We concentrated our ini-
tial efforts towards the construction of a single-node matching engine that allows extreme through-
put and flexibility. The idea is to later evolve this simple but well-principled design to support the 
scalability and security needs of the project, which will be the main topics of interest for the next pe-
riod. In particular, this prototype already allows content-based publish and subscribe to happen be-
tween clients using different languages and hardware architectures, and is designed to support het-
erogeneity both for clients and for other matching engines that will be instantiated in the sequel of 
the project to support scalability. 
 
One of the main components of a CBR engine is its filtering algorithm, which we implement by means 
of modular filtering libraries. Its goal is to match incoming publications against stored subscriptions, 
and to determine which subscribers shall receive each publication. We have made progress on the 
matter by designing efficient filtering techniques that can aggregate subscriptions in efficient filtering 
trees, leading to sub-linear filtering complexity. We also conducted a study on the scalability model 
and mechanisms, where matching engines are being replicated and subscriptions and publications 
partitioned to achieve a natural scalability capability, which drove a large part of the design of the 
single-node CBR engine. Part of this work concerned the use of clustering techniques for partitioning 
subscriptions in an efficient manner w.r.t. the filtering operation itself. Finally, initial work on sup-
porting privacy-preservation has been conducted, by exploring the various algorithms available and 
proposing detailed analysis and improvements to the one selected. We observed in particular, that 
the support of privacy-preservation induces that coverage relations between subscriptions can no 
longer be used to support efficient filtering algorithms; hence, we started developing strategies for 
efficiently pre-filtering publications before running the actual filtering based on encrypted content. 
All these mechanisms are envisioned as the components of the next step of the CBR engine, which 
will support scalability in term of clients and number of subscriptions. 
 

 

Figure 4: architecture of the small-scale modular CBR engine 
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SRT-15 technologies: Complex Event Processing 
 
During the initial phase of the project, SRT-15 project members working on Complex Event Pro-
cessing have been focusing on analysing the requirements for the CEP engine with regards to the use 
cases of SRT-15 and designing the base architecture of the CEP engine. The analysis covered identifi-
cation of required operators and investigation of aspects such as the data and event model, the tem-
poral model, the query model and the system model based on related work. 
 
To support heterogeneity between the machines and clouds onto which the CEP engine will be de-
ployed, we use GoogleProtocol buffers as our event format to exchange messages in heterogeneous 
environments across different architectures. Furthermore, the CEP engine will offer six parameteriz-
able standard CEP operators such as selection, join, negation, projection etc. to SRT-15 users in addi-
tion to an interface which allows users to define their own custom operators. 
 
In the second phase of this first year of the project, a first prototype of the CEP engine has been im-
plemented on top of the mature code base of StreamMine [SM]. For the implementation of opera-
tors, a state machine based approach has been chosen. Therefore, standard as well as custom writ-
ten operators are expressed as state machines using a domain specific language (DSL). The DSL al-
lows the translation of custom written operators into highly optimized C/C++ code by the open 
source SMC compiler [SMC]. 
 
In addition to the implementation of the CEP engine, the applicability of the approach has been as-
sessed by participating in the DEBS challenge (see the dedicated highlight in this newsletter for more 
details). 
 
Finally, a set of micro-benchmarks has been performed to identify performance issues as early as 
possible, which will be reflected in design and implementation decisions for the following phases. 
The benchmarks included throughput and latency measurements with regards to scalability horizon-
tal as well vertical wise as well as the impact of the operator layout due to the graph based design. 
 
In the next phases, an extension of the prototype is anticipated to support elasticity as well as dy-
namic operator placement. 
 
SRT-15 technologies: Dependability 
 
The SRT-15 services run on top of the Complex Event Processing system. The dependability work on 
SRT-15 focused on enhancing the fault tolerance of CEP, thus enhancing the dependability of all lay-
ers on top of it including CBR. SRT-15 improves on the state of the art in dependability in two topics. 
 
First, it proposes a new approach to the tolerance of data corruptions that endanger the integrity of 
data and computation.  Today, the only ways to protect distributed systems against data corruptions 
in a systematic manner, that is, with formal dependability guarantees, are Byzantine-fault tolerance 
and coding. Byzantine-fault tolerance is a method to tolerate worst-case faults, including intrusions. 
In cloud platforms, Byzantine fault tolerance is considered overkill because it also covers security is-
sues that, in modern cloud systems, are handled by orthogonal techniques owning to the field of se-
curity rather than dependability. Furthermore, while there are known ways to make simple client-
server system Byzantine fault tolerant using existing libraries, designing new complex distributed sys-
tems that are Byzantine-fault tolerant is very complex endeavour that is often subject of PhD theses. 
Alternatively, one can use coding techniques, but these can only limitedly protect data while is being 
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computed (for example, they do not tolerate the corruption of the program counter while an instruc-
tion block is being executed) and often require compiler support to be automated (like SWIFT). In 
SRT-15 we propose a new fault model, called Arbitrary State Corruptions (ASC), which is more suited 
to the needs of dependable cloud services because (a) by restricting to state corruptions, it does not 
have to pay the complexity costs of tolerating intrusions and handling other security matters that are 
orthogonal to dependability, (b) it allows defining a generic transformation technique that can be 
applied to any crash tolerant distributed system to harden it against ASC faults, and (c) it covers a 
wider range of faults than any existing coding technique, and it provides end-to-end provable guar-
antees. A first application of the transformation technique was hardening a state machine replication 
algorithm based on Paxos. Initial evaluation shows that the approach has limited cost. 
 
The second improvement of SRT-15 compared to the state of the art in dependability is a technique 
for efficient checkpointing techniques for CEP and stream processing systems in general. SRT-15 sup-
ports precise recovery from failures, ensuring that faults have no effect whatsoever on computation. 
Ensuring this very strong fault tolerance guarantee is typically quite complex and expensive in terms 
of performance overhead. SRT-15 proposes a new approach based on virtual synchrony that allows 
every CEP process to take checkpoints in isolation, without prior coordination with other processes. 
Experimental evaluation shows that this form of checkpointing has minimal performance overhead. 
 
SRT-15 technologies: Privacy 
 
The SRT-15 platform will support privacy preservation at the level of the CBR engine. Indeed, some 
clouds may be given a lower trust than others, especially when they are provided by a third party and 
potentially shared with other customers. We call them public clouds in this case. An example is Ama-
zon’s EC2, which is a well-known IaaS cloud offer. Recent evidence shows that the shared nature of 
such public clouds could put the data manipulated by the machines on a public cloud vulnerable to 
eavesdropping [RTSS09]. The use of virtualization could allow an attacker to co-locate its virtual ma-
chines on the same physical machine as the one she wishes to observe. This observation is then 
made possible by exploiting potential vulnerabilities and bugs in the hypervisor and operating sys-
tems. Another scenario is the presence of a malevolent operator at the cloud provider, that could 
wish to obtain critical information from the clients of the cloud operator, e.g., for business intelli-
gence gathering about ones’ competitors. 
 
There is however a mismatch between the protection of privacy of content in public clouds and the 
use of content-based routing in these clouds. How can one decide on the destination(s) of a publica-
tion based on its content, if this content is not accessible (e.g., encrypted by a key that is not availa-
ble to the public cloud machines)? Moreover, the subscriptions themselves can reveal important in-
formation about the nature of the application and the business logic behind the data flow of an ap-
plication: for instance, in a stock trade application, subscriptions can reveal interest for some stock 
and this the investment strategy of a given financial company. For these two reasons, there is a clear 
necessity to protect the privacy of the content exchanged, and protecting the privacy of the interest 
for content (respectively, publication- and subscription-privacy). 
 
The approach followed by the SRT-15 project, and investigated both in WP3 (for the theoretical part) 
and in WP1 (for the implementation part) is to use privacy-preserving routing mechanisms, which is a 
special form of encrypted processing. The idea is to encrypt both subscriptions and publications in a 
way that still allows to perform the matching operation: determining if one publication matches the 
interest of one subscription, but preventing from performing operations such as range coverage be-
tween subscriptions, aggregation of subscriptions, or clustering of subscriptions based on their ex-
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pressed interests, all of which that would allow inferring the subscription based on a greedy discov-
ery algorithm. 
 
The algorithm of choice of SRT-15 privacy-preserving CBR will be ASPE [CGB10], which is itself based 
on scalar-product-preserving transformation. This algorithm, its performance (theoretical and practi-
cal) will be further analyzed and some improvements on speed and efficiency are already being de-
veloped in the context of the project. These will be integrated in the final platform to support seam-
less integration of regular and privacy-preserving CBR depending on the level of trust granted by one 
application to the various clouds on which it is executing. In order for applications to declare the 
trust they are granting to the different clouds, we proposed a trust model that is based on the notion 
of trust properties, allowing fine-grain control over what operation can, or cannot, be performed on 
plaintext data on each type of clouds. This trust model is used to support the automatic key ex-
change between clouds to support decryption or encryption at the clouds borders. 
 
SRT-15 applications and use cases 
 
Two proof of concept applications are being developed to create a convincing, integrated proof of 
concept which will increase the dissemination and impact potentials of the SRT-15 project, namely:  

- Smart Meters: a variant of an Internet of Things (IoT) application developed by SAP AG, 
which implements remote monitoring of power consumption in a Smart Grid environment 

- QoS-MONaaS (Quality of Service MONitoring as a Service): a dependable QoS monitoring fa-
cility developed by EPSILON which relies on the "as a Service" paradigm, and is thus made 
available to virtually all SRT-15 platform users in a seamless way. 

 
The high-level scenario overview is presented in Figure 5. 
 

 

Figure 5: Overall architecture of SRT-15 Use Cases 

 

Smart Meters uses the SRT-15 platform for distribution and real-time processing of measurements 
related to energy consumption and production. The Energy Distributor sells power to Energy Con-
sumers,  based  on  a  set  of  pre-defined  SLAs.  To  do  so,  it  buys  energy  from  Energy  Producers,  also  
based on a set of pre-defined SLAs. Energy Producers and Energy Consumers are equipped with digi-
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tal devices that make measurements on actual production/consumption available to the SRT-15 plat-
form. In the existing setup, energy measurements (for both production and consumption) are col-
lected every 15 minutes. Even though the physical devices are capable of producing measurements 
much more often, it is currently being discussed to provide only aggregated information, mostly due 
to privacy reasons [TKG11]. In a traditional (i.e. not based on cloud computing technology) set-up, 
energy measurements are encapsulated in form of events and are propagated “upwards” towards a 
measurement collection point intermediary. A hierarchy of intermediaries gathers energy data 
(events) from multiple meters thus collecting energy consumption information for a certain area. 
Such a structure can be hierarchically built up to cover larger and larger areas. In a cloud-based envi-
ronment, Energy Producers and Energy Consumers data is forwarded for processing in the cloud. The 
Energy Distributor - continuously, using the SRT-15 Basic Interface - gathers the data on power con-
sumption, and processes it in an attempt to predict the energy demand for the next time frame. The 
objective is to allow the Energy Distributor to efficiently manage renewable energy and balance sup-
ply and demand. Measurements are also persisted in the SRT-15 storage component. The storage 
component serves as input to additional components, which do off-line data analyses on the histori-
cal.  Based on the result of the prediction process, the Energy Distributor knows that it needs to ei-
ther contact additional Energy Producers and add them to its pool or it may get rid of some of the 
Energy Producers which are in the current pool. Contracts between parties are handled by the Con-
tract Negotiator. The abovementioned actors (namely:  Energy Distributor, Energy Consumers, Ener-
gy  Producer,  and  Contract  Negotiator)  collectively  form  the  Smart  Meters  application.   An  experi-
mental testbed has been set up, where all parties of the Smart Meters application utilize the cloud-
based routing and processing capabilities of a preliminary version of SRT-15 platform, and QoS-
MONaaS is in charge of monitoring the actual QoS which is actually delivered to individual parties.  

More details on the current implementation of SRT-15 use case architecture and preliminary experi-
mental results can be found in [RDJF11] and [CCCDR11]. 
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Highlight: SRT-15 makes it to the final of the DEBS 2011 Grand Challenge! 

 
Members of the SRT-15 participated to the 2011 DEBS Grand Challenge [DGC], organized in the con-
text of the DEBS 2011 conference (Fifth ACM International Conference on Distributed Event-Based 
Systems) in New York City, USA. The contributions to the grand challenges were presented during the 
conference on July 11-15 2011. 
 
The objective of the DEBS Grand Challenge is to promote the research and development in the area 
of event processing by enabling R&D groups (research and industry ones) and software vendors to 
demonstrate the strength of their results. 
 
In this year’s competition, participating teams were challenged to implement an ESP system for a 
Trivia Geeks Club game as follows: The system receives different types of events continuously such as 
question, answer and answer annulment events from participating players. Events must then be 
evaluated using a predefined set of rules to keep the player’s score up to date. The majority of such 
rules require the recognition of simple event patterns such as the following: “three answers incorrect 
without a correct answer in the middle = -50pts”. A common approach for pattern recognition is the 
utilization of state machines. 
 
The SRT-15 research prototype consists of the following components as shown in Figure 6. A Run-
Time equipped with a high performance CEP engine and a Design-Time which allows SRT-15 users to 
model CEP operators (expressible as state machines) quickly at different levels of abstracts: User can 
either design their operators in a visual way via drag and drop through the tight integration of the 
open source tool RapidMiner [RM], or alternatively at a lower level using the DSL of the open source 
SMC  (state  machine  compiler)  [SMC].  Once  operators  are  defined,  the  run  time  of  the  SRT-15  re-
search prototype transforms those operators in highly optimized C/C++ code and furthermore de-
ploys them onto the cloud. Furthermore, the Design-Time offers offline debugging of applications 
prior deploying them onto the cloud. 
 
SRT-15 research prototype has been chosen as one of the finalist for the DEBS Grand Challenge 2011 
among ETH Zürich and the Esper-Tech Team. The solution was presented during the DEBS 2011 at 
J.T. Watson Research Center, Yorktown, NY and was recognized as an innovative and intuitive to use 
solution. 
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Figure 6:  design and runtime of the SRT-15 DEBS Challenge Prototype 

 

Figure 7: SRT-15 project member André Martin (TUD) presenting the prototype at the J.T. Watson 
Research Center in Yorktown, NY 

 
 
 

Collaboration and dissemination efforts 
 
Members of the SRT-15 project are active in establishing successful collaboration plans with various 
other projects, funded by the European Commission and other funding agencies. 
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After investigating a number of potential collaboration partners in the deliverable "D5.2 - Collabora-
tion Plan" it has been decided to pursue technical collaboration with a small number of very well 
aligned projects. In particular, the SRT-15 research project has identified opportunities for coopera-
tion with the following projects funded within the Objective 1.2 "Internet of Services, Software and 
Virtualisation" and "Service and Software Architectures, Infrastructures and Engineering" of the FP7-
ICT Programme for Research and Development: 

- PLAY (http://www.play-project.eu/), which aims to "develop and validate an elastic and reli-
able architecture for dynamic and complex, event-driven interaction in large highly distribut-
ed and heterogeneous service systems". The cooperation activities include regular exchange 
with PLAY partners (Nenad Stojanovic and Roland Stühmer from the FZI Forschungszentrum 
Informatik an der Universität Karlsruhe) responsible for the development of the inference-
based Distributed Complex Event Processing engine. Future collaboration plans encompass 
joint participation in a planned EuroSys 2012 workshop organized by the SRT-15 as well as 
possible joint participation in the summer school organized by PLAY in 2013. 

- MoSAIC (http://www.mosaic-cloud.eu/), which aims to "build an application platform that 
negotiates cloud services as requested by their users". 

We are currently identifying synergies and collaboration plans with the members of these projects. In 
particular, in conjunction with the SRT-15 plenary meeting in Procida (Naples), a technical meeting 
with representatives of the MoSAIC project is planned, to foster the cooperation between the two 
projects. 
 
SRT-15 representatives have attended several dissemination/collaboration events organized by the 
European Commission. In particular the 2010 edition of the Internet of Services [IoS2010] and the 
2010 and 2011 editions of the Future Internet Assembly [FIAGhent] [FIABud]. 
 
Next planned events are: 

- Internet of Services 2011 - Collaboration meeting 28-29 September 2011, Diamant Center 
Brussels, where SRT-15 will be presented in following sessions: 
 1. Trust and Security 
 2. Real-Time Data Management and Processing 
 3. Virtualized Service Platforms 
 4. Semantics in Services and Cloud 
 5. QoS & SLAs 
 6. Service Engineering 

- FIA Poznan 25-26 October (to be confirmed) 
 
Also, issues related to QoS Monitoring in cloud environments were discussed with representatives of 
projects participating to the "Cloud Computing: Projects and Initiatives" workshop which was orga-
nized within the context of the EUROPAR 2011 International Conference, held on August 30 2011 in 
Bordeaux. On that occasion, the SRT-15 approach was also presented to the audience. 
 
On the 22nd of August 2011 SAP organized a SRT-15/STRATOSPHERE workshop in Dresden. The goal 
of the workshop was to bring together research groups working on SRT-15 research project and the 
STRATOSPHERE project (http://www.stratosphere.eu/). Key speakers included Prof. Christof Fetzer 
from the TU Dresden as well as Prof. Volker Markl from the TU Berlin. STRATOSPHERE is a joint pro-
ject between the Technische Universität Berlin, Humboldt Universität zu Berlin, and the Hasso-
Plattner-Institut in Potsdam and is funded by the German Research Foundation (DFG - 
http://www.dfg.de/). The goal of STRATOSPHERE is to research topics revolving around the "Infor-
mation Management in the Cloud" and specifically to "explore the power of massively parallel com-
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puting for complex information management applications". Prof. Volker Markl acts as speaker of the 
STRATOSPHERE unit. The workshop was attended by fifteen researchers and served as a platform for 
discussion and dissemination of SRT-15 and STRATOSPHERE related ideas. It included four keynotes 
presentations and two system demonstrations, including the presentation of the SRT-15 prototype 
presented at the DEBS Challenge. The goal of the SRT-15 demonstration was to provide feedback for 
the platform evaluation from external users. 
 
 

Dissemination highlight: SRT-15 presented with a video thanks to the HOLA! project 
 
The HOLA! Project [HOLA] ran a contest (HOLA! Video Contest) to select the best 3 European R&D 
projects related to the Internet of Services with great potential impact on society and EU economy. 
Selection criteria were:  

1. Potential impact of project’s results on its end users 
2. Potential importance of project’s results for EU society 
3. Potential importance of project’s results for EU economy 
4. Potential strength of the effect of the clip for dissemination of project’s results 
5. General evaluation of the application. 

SRT-15 has been selected as one of the three winners of the HOLA! Video Contest (the others two 
winners being STREAM [STREAM] and PLAY [PLAY]). The SRT-15 staff is currently working with the 
Hola! team to the production of a promotional video, which will be developed and financed by 
HOLA!. The video highlights the project motivation and features, for dissemination and exploitation 
purposes. The video clip will be presented at the IoS Collaboration Workshop to be held in Brussels in 
September 2011 [IoS2011].  
 
The video can be seen on the SRT-15 project webpage (http://www.srt-15.eu/) and on the YouTube 
video sharing platform (http://www.youtube.com/watch?v=M-Eo8l0Gy3Y) 
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